(CHUEHTPUHOOPM

Master UTM

NHcTpyKUMs 10 HACTPOHKE YAAJEHHOI'0 NOAKJIIOYECHUA Yyepe3
texnosoruro \WMI (Windows Management Instrumentation) .


https://www.10-strike.ru/networkinventoryexplorer/help/wmi-remote-information.shtml

B 1aHHOM MHCTPYKLMM OIMCBIBAETCS IIPOLIECC 10 HACTPOMKE YINAJICHHOIO IOJKIIIOYEHHUs Yepe3
texnonoruo WMI (Windows Management Instrumentation).

Buumanue! PaboTel 1m0 HacTpoiike JOJDKHBI BBIIOJHATH CIEHUATUCTBl COOTBETCTBYIOLICH
KBaJTM(HUKAIIMKA — CUCTEMHBIN aJJMUHUCTPATOP WIM aIMUHHUCTpaTop 0a3 AaHHbIX. Ecnu BbI HE yBEpEeHHI B
CBOHMX CHJIaX, TO MOXKETE 3aKa3aTh YCIIYry [0 HACTpOWKe Ha caiite Hamieil kommanuu https://egais.center-
inform.ru.

Texuuueckas noanepxkka no padore nporpammsl «Master UTM» ocyriecTisieTcss Ha mopraiie 1o
anpecy http://support.center-inform.ru.

Buumanue! Beck mporiecc HaCTpoWKH HEOOXOJUMO BBITIONHATH C MPaBaMU aIMUHUCTPATOpA WIH
10/l YYETHOM 3aIIMChIO aIMUHHUCTpaTopa Ha naHHOM I1K.

Ecnu BblIIEyKa3aHHBIE YCIIOBHS BBIIOJIHEHBI, TO IEPEUIEM K IIOCIEA0BATEIBHOMY BBIITOJIHEHUIO
00s13aTeTLHBIX OIICPAITHIA:

1. Paszpemenune DCOM,;

2. Paspemenue moap30BaTeNio Ha JOCTYH K MPOCTpaHcTBY uMeH WM,

3. Tlpomepka npaB Ha onunerBopenre WMI
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https://egais.center-inform.ru/
https://egais.center-inform.ru/
http://support.center-inform.ru/

1. Paspewenne DCOM

BrI130BHTE KOMaHIHYIO CTPOKY, 3aIlyCTUTE €€ OT UMEeHH aaMHuHuCcTpaTopa. HaGepute komanay Dcomenfg
u Haxmure Enter. Otkpoercs okHo “CmyxObl KOMIOHEHTOB”. Pa3zBepHure ciayx0y KOMIIOHEHTOB ->
Komnbsroteps! -> Mol KoMIbIOTED.

.
& CnyxBbl KOMNOHEHTOB

%, ®Maiin  Jeficteme  Bua  OkHo Cnpaeka - 8 x
o9 | @ XE G| HE Dk
E Kopere koHconn
w % ChyxBbl KOMNOHEHTOR
~ || Kemnetotepsl KomneroTep
~ (K Mo komnkroTep bl
| Mpunoxerua COM+
| Hactpoiika DCOM
| PaBotaroyme npoueccel
| KoopauHatop pacnpeseneHHen: TpaHsaKumi
@ MpocwoTp cobermnit (NokaneHeid)
2 CnywBel (noKanbHbie)

Deictena

Chy#6bl KOMNOHEHTOE -

JononHuTensHble JERCTENA »

Puc. 1. Cyx0bl KOMIIOHEHTOB.

[lepeiinute B cBolictBa “Moil komnbiorep ““. BpiObepute Bknaaxky bezomacHocte COM. Haxwwure
"N3menuts orpannuenud” B pazzaene "[IpaBa goctyna" u yoeaurech, 4to y rpynmsl nonb3osareneil "Bee"
ectb paspemenus "JlokanpHbld goctyn" u "Ypanenneld goctymn'. Haxmure nHa "PemakTupoBarthb
orpaHuueHue" s pazpelieHui Ha 3alyCcK U aKTHBALIMIO U YOeUTeCh, UTO y TPYMIIHI ITosib3oBareneil "Bee"
ecTb paspemieHus "JlokanbHast aktuBanys” U "JlokanbHbI 3amyck.
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CeoncTea: Moid komnetoTep ? >

CBwme [NapameTpil CeoicTBa No yMon4aHMo
Hafiop npoTokonos BesonacHocTe COM MsDTC

Mpaea pocTyna
Mao*Ho WSMEHATE CIMCOK MWL, KOTOpEIM N0 ¥YMOM4aHMIo
paspeleH AoCTYN K NPMNoKEHWAM. TaK¥e MOXHD
YCTAHEBNWBATE OrPaHMYEHINA Ha NPMNOXEHMA, KOTOPLIE
oNpeasnAcT CBOW CoBCTBEHHbIE PaSpelUEHA .

DCTCIFICIXHGZ W3MEHEHWE paspelWeHil Ha JoCTyN MoxXeT
! MOBMMATE Ha cnocoBHOCTE ApKnoXxeHMA BeINONHATE
Sanyck, NoOAKNHYEHKWA 1M HOpManeHD PYHKUMOHMPOBaTE.

MameHTe QrpaHAYSHAAR. .. HM3sMeHWMTE SHaYeHWA No ¥MONYIHAKD ...

PaSpE-'LIJE-'HH:Fl Ha 3anyck K akTHEaLMHD

MoxHD MSMEHATE CHMCOK MALL, KOTOpBIM MO YMONY4aHiiD
paspelleHD 3anyClaTe NpUNo¥eHWA MNK Gk TMEMPOEa TR oG bEK TR
Takxe MoxHD YCTaHaEBNWEaTE OrpaHWUYeHMA Ha NpUNOXEHWA,
KOTopblE ONpeosnNADT CEOM coBCTEEHHEIE pPaspeleHARA.

OcTopoxHo: M3MEHEHWE PaSPELLEHI HE SanycK K

! SKTMBALMIC MOXET NOENWATE Ha cnocobHoCTE
MPMNoXEHWA BEINONHATE S3MYCK, NOAKTHYEHUA 1
HOPManeEHo $YHKUMOHWPOBaTE.

MzmeHMTE OrpaHUYeHIA. .. M=MEHMTE ZHaYEHMA No ¥MONUYIHKAKD ...

MoppoBHee o HACTDOAKE 3THX NEADSMETDOE .

QK CmaeHa MprMeHrTE

Puc. 2 CpoiictBa Moii koMnbsIoTEp.

Breigenure y3en "Hactpoiika DCOM", mienkHMTe NpaBod KHONKOW MBIIIM Ha 3Hauke "YTpaBicHHE
Windows u uactpymenTs!" (Windows Management and Instrumentation) u Beioepure "CoiicTa".

% CrysBil KOMNOHEHTOB

=, ain  deficteme  Bug  OkHo Cnpaeka

71 KopeHs koHconw
w 2. Cnys6bl KOMOOHEHTOE
w || KomnetoTepsl
w (K Moii komnetoTep
| Mpunoxcenna COM+
w | HacTpoiika DCOM
FeSysternRoot %\ system3appwiz.cpl
oSystemRoot 0\ Systermn3 2\ freun.dll
Sasystermroot¥esystern32vintl.cpl
Zasystemroot e\ system 32 pksetup. exe

B s e b O D s DTN L e A v B L e Ll

B I WP Wb mp

Puc. 3. ¥3ea Hactpoiika DCOM.
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WalletService

Watson subscriber for SEMS Metwork Events
whxcOlEx

whxcOlExb4

WebClassFactory Class
WebPlatformStorageServer
WebPlatStorageBrokerServer Ofwwue ceoiicTea 3Toro npunoxerna DCOM

Ceoiictea: Windows Management and Instrumentation ? *

KioHeuHbIE y5ne! YaocToBepeHite
Ofiwwme Pasmewermne BesonacHocTs

wercplsupport.dll
WIA Device Manager
WIA Device Manager 2 Koo npunoxeHua: {8BC3IFO5E-DB6B-11D0-A075-00C4FBEBE20}

WIA Extension Host for 64 bit extensions
WiaWowbd Twn npunoxeHna: Local Service

Wraa npunoxkenwa:  Windows Management and Instrumentation

Windows Insider Service YpoBeH: NpoBEpKK

-
NOAMMHHOCTH Mo ymonarmio

Windows Management and Instrumentation
Windows Media Player

Windows Media Player Burn Audio CD Handler
Windows Media Player Launch

WA cnyxGien: winmgmt

Windows Media Player Rich Preview Handler
Windows Push Motification Platform
Windows Security Health Service

Windows Update Agent

Windows Update Agent - Remote Access
Windows Update Agent User Interface for Publis|
WinlnetBrokerServer
WinlnetCacheServer
Winmgmt MOF Compiler O0P
WInRTDesktopBroker

wisptis

WhspRT.exe MNoppoBHee o HacTpolike 3TUX NapaMETDOE.
WilanPrefLUA
wlideli

WLIDFDP OmvenHa MpuretnTe

B 0 0 1 S O s s O e O e

W W S W W wf Wb mf mf W mf me b u

Puc. 4. Boioop "Ynpasienne Windows U HHCTPYMeHTHI" .

B pa3zznene 6e3zomacHOCTh 100aBbTE BCE MpaBa B Tpex pasaenax («Paspemienns Ha 3a1yck 1 aKTHBALIUIO,
«Paspemienne Ha pgoctym», «PaspelieHne Ha UW3MEHEHHE HACTPOEK») Uil AJMUHHCTPATOpPbl U
«IIpomenmue NpoBEPKY»:

Ceodcrea: Windows Management and Instrumentaticn ? >
KoHeuHsie ysnbl YoocTosepeHue
OBwwe Pasmewerme BesonacHocTs

PBSDELIJEHHR Ha 3anyck ¥ aKk TMEauMmio

() Mo yrmonuanio

(®) HacTtpowTs HsMeEHWTS...

Paspewenwa Ha gocTyn

() Mo yronyanmo

@) Hactponts WsmernTs ..
PaspelueHna Ha MSMEHEHWE HACTPOEK

() Mo yronyanmo

(®) HacTpoums HsmeHnTs..

MNoppobBhee o0 HacTpORKEe STV NapaMETDOE.

Omvena MprrMeHnTs

Puc.5. CeoiictBa Windows Management and Instrumentation.
|
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Pazpeluenne Ha 3anyck W BKTHEALINKD ? >

Besonactocte

DD)"I'II'II:I HIK NONe30B3TENK

SR Mpowenume nposepky

AgpHucTpaTope! (NG HIC TP Topk)

|J].o§aamb... | | ¥nanuTe |

Paspewenua ana rpynns
"ApmMUHACTRaTopR Pazpewnte 3anpemime

MNoKkankHBI sanycK
¥aaneHHBIA anycK
MNokansHan aK TMBaLWA

yﬂ.aJ'IEHHaﬂ dKTMBdUMA

KIRIEIE]
OoOonOod

I 0K || Omaera |

Puc. 6. PazpenieHue Ha 3aNyCK U AKTHBALMIO.

PazpelueHne Ha 4ocTyn 7 x

BesonacHocTe

rD)"I'II'IbI WK NONE30BATENK.

SR SELF
82 CUCTEMA

ApruHucTpatope: (INTGGGGEEEEE L aHAC TpaTopB )

| LpfaenTe... | | ¥oanme |
PaspelwsHrA anA rpynns
"AaMUHMCTRaTopRI " Pazpewnm 3anpemme
MokansHeIR AncTyn [l
YHaneHHeIA AncTyn O
I 0K I | Omaera |

Puc. 7. Pa3pemienne Ha 10CTyII.
]
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Paspewuenne Ha M3MEHEHWE HACTPOKN [ >

BesonacHocts

Fp)mnbl WM NONBEZ0BaTENM

ER CO3DATENL-BNADENEL, ~
SR CUCTEMA
AprvHncTpaTtope: (il "\ nravHUCTPETOpBI) I
SR Nonesosatenn {” 7~ 7" " "\lMonbsosatenw)
¥
£ >
LoBaeuTe. .. Yaanmte
Pazpewerwa ans rpynns
"AgparHucTpaTope!” Paspewwte 3anpemime
MonHeid pocTyn |
Read O
Ocobeie paspeweHnA
Yrofiel 3apaTe ocobble pas EHKA UMW
aa paspel LononHuTensHo

NEPEMETREI, HEKMATE KHOMKY
" OononHuTensHo".

Ometia

Puc. 8 Pa3penienne Ha n3MeHeHNe HACTPOMKH.

2. PaspelueHune nonb3oBaTeno Ha 4OCTYN K NpocTpaHcTBY MmeH WMI

OtkpoiiTe 4yepe3 komaHAHY cTpoky WMImgmt.msc. [lepelinure k cCBOMCTBaM 3jeMEHTa YIpaBIEHUs
WMI. [lepeiinure Ha Biaaky besonacHocCTs.

Ceoiictea: Inement ynpasnenns WMI (nokaneHeii) ? X
O6iwwe ApRHMBELYA VMK BOCCTAHOBNEHWE
BesonacHocTs TononHMTensHo

NepemelueHe No gepesy NPOCTRAHCTES MMEH MOSBONAET YETAHOBWTE
ANA Ka¥4ore NpoCTREHCTES CEole GEe30MacHoCTE.

w1 Root

BesonacHocTe

Omvena TMpMMEHNTE

Puc. 9. CpoiicTBa DiiemenTta ynpasiaenuss WMI (1okanbHbIH)
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Bribepure "Root" u otkpoiite "bezomacHocTs'.

Yo6enurech, uro y "ayTeHTH(QHUUIHUPOBAHHBIX

noJsib3oBareseil” ectes npasa "BeimonaHaTs MeTo b1, "IIpaBa nocTaBuirka" 1 "BKIIOYNTH yUETHYIO 3aMKCh";

y0eauTech, 4To y aIMUHUCTPATOPOB €CTh BCE Pa3pelICHHUS.

BesonacHocTe gna Root *

BesonacHocTs

rD)'I'II'IbI WIK NONB30B3TENA .
SR LOCAL SERVICE
SR NETWORK SERVICE
S8 ApmunmcTpatopel (- 7T T L S\ADMMHWCTDETOpBI)

[oGasnTs. .. Yaanim

Paspewenua ana rpyrinst

"Mpowegwne nposepry” PaspewnTe Janpemme

D ~
O
|
|
o .

BeinonHeHwe meTonos
MonHas samich
YacTiuHan sanvce
3anuce NocTasLMKE

KOO

BiniouiTe yueTHyto sanmce

Y1obbl 330aTh 0COBbIE PASPELIEHA MK
MEpaMETPE, HAXMWTE KHOMKY
"OononHutensHo".

HononHuTensHo

Ometa TMpuMeHNTS

Puc. 10. IIpoBepka 6e30nacHOCTH.

3. MpoBepka npaB Ha onuueTBopeHne WMI.

B xomannmHo#t ctpoke BBenute gpedit.msc, Haxmute "OK". B pasnene Kondurypamus Kommerorepa-

>Kondurypauus Windows -> «[lapamerpsl Oe3omacHOCTH» -> «JIOKaJbHBIC MOJIUTHKHY ,

menkanTe Haznagenne IpaB IIOJb30BaTECJIA.

=] PepakTop nokaneHoi rpynnoeoi noamTkm — O x
®aiin Jefictewe  Bug Cnpaeka
5= == = ] =
e | 2FHXE = HE
- " ~
=] Monutnka "MokaneHeli KomisoTep A Monutrka May ~
w KoHgurypauma komneroTepa .
= . $urypau, P Apxmeauns paiinoe n katanoroe Aar
_| Kondurypauua nporparm
- ) MIOKNMPOBKE CTPaHKML, B NaMATH
v [ ] Kondgurypauwa Windows "
- l2z| Boccranoenenne daitnoe u katanoroe Aar
“| Monutuka paspelleHna nMeH
e ( " ) lis) Bx0a B KEYECTEE NAKETHOM O 334aHNA A
] Menapnh (anyei/aanepLISne, Bxog B kaqecTee cayxbel sal
= PazeepHyTEIE MPUHTERSI - A ¥
- i Mapamerpbi GesonacrocTn lz| BeinonHeHwe 3a4a4 no oBCNy>KMBEGHWID TOMOE Aar
»g TMOANTMKM YUETHBIX ZaNNCEiT lg| AoGaeneHne patoymx cTaHUMIA K AoMEeHy
~ [& Nokansreie neavmim 125 focTyn K AMCNETYEPY YUETHEBIX A3HHEIX OT MMEHW JOBEPEHH...
& Monvmuka ayauta lg| docTyn K KOMNBHOTERY W3 CETK Bee
‘g Hasnaqenne npas nonesoeatens [ 3apepLuenne paboTel ccTEMB! Aar
‘& Mapamerpel BesonacHocTh lis) 3arpy3ka W BeITpY3Ka ApafiBEPOB YCTPOMCTE Ay
“| Monuto angmayspa Jawrrnka Window ameHa MapKepa YpoBHA Npoyecca
M p Bp yapa 3 Wind g 3 prepa yp P Lo
~| MonuTien AMCNETHEPa CNMCKE CETEN [ 3aNpETUTE BXCA B CMCTEMY Yepes cny:xBy yaaneHHbx patod...
| ToanTukn oTKpEITOro KAroHa 5z 3anpeTnTe nokaneHeIi Bxog ot
| MoAuTMKK OrpaHNHEHHOTD MCNONB30BAHUA 5] Mzmenerne metkn obexra
—| TloauTkn ynpasnenna NpuacsKeHnamm [£5) MizmEHEHNE NapaMeTpOE Cpeabl N3rOTOBNTENA A
‘g Meautuen IP-BesonacHocty Ha "NokaneHeld 5] Mismenenme cncTemHoro spemeri Lo
| Kondwmrypauns paciunpeHHoil noamtien ay, [ Mismenerme uacosoro noaca Lo
ol Qo5 Ha ocHoBe NoaUTHEN
- [z MiranTauma KaKMeHTa Nocne NPOBEPKK NOAAMHHOCTI L
~| AamuHWCTpaTMEHEIE LWaGnoHE! -
. W || g NokaneHeld Bxoa B cucTemMy locw
< > < >

Puc. 11. PenakTop JI0KaIBbHOM IPYNIIOBOM MOJTUTHKH.
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VYo6enurecs, uro yuetHoit 3anucu «CJIYIKBA» mpenocraieHsl npaBa Bbl1aBaTh ce0s 3a KIMEHTA MOCIE
npoBepkHu MoNMHHOCTH (MIMuTanus KiIMeHTa 1mociie MpOoBEpKH MOAMMHHOCTH). Haiinure mns sToro B

IIpaBOM cHMCKe 3anuch “MMuTanus KJIMeHTa Iocje MPOBEPKH MOJIMHHOCTH , IPaBOW KHOMKOM MBIIIU
BBI30OBUTE CBOWCTBA.

Ceoiictea: MmuTalnma kimeHTa nocne NpoEEpKK NOAINHH... ? st
MapameTp nokansHoR BesonacHoc™ (6 bACHEHWE

MMI"IT&LMH KNWEHTa NOCNE NPOBEPKKA NOANMHHOCTIA

LOCAL SERVICE
METWORK SERVICE
AgMUHMCTRETOpE
CNYXBA

[ofaenTe Nons30BaTENA WK TRYNNY... Yoanute

CmagHa MprMEHATE

Puc. 12. UMuTanus KJINEHTA M0CJIe NPOBEPKHU MOAJITUHHOCTH

Hns nocryna mo WMI HeoOX0AMMO OTKIIOUUTH YAAJICHHBIM KOHTPOJIb y4YeTHbIM 3amuceil. OTKpoiiTe
pemaktop peectpa (B KOMaHIHOW CTpoke Habepure komanmy regedit). Ilepeiimure Ha BeTKy
<HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\system\>.
Co3snaiite mapametp LocalAccountTokenFilterPolicy Tuma DWORD u nponumute 3HaueHue paBHbiM "1".
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Media Center 34| Enablel UA REG_DWORD 0x00DD0DDT (1)
MicrosoftEdge .‘g’;'é]EnableSecureUlAPaths REG_DWORD OoeD000O000T (1)
MMDevices f;'_é]EnableUIADeslctopToggle REG_DWORD 00000000 (0
NedAutoSetup I;'_S]EnablerpStartupTasks REG_DWORD 000000002 (2)
NetCache #8|EnableVirtualization REG_DWORD 000000001 (1)
MetworkServiceTriggers ab]legalnoticecaption REG_SZ
Motifications 3b|legalnoticetext REG_SZ
OEMinformaticn K2 | ocaliccountTokenFilterPolicy REG_DWORD 0x00DD0DOT (1)
OneDriveRamps 4 PromptOnSecureDesktop REG_DWORD 0x00000001 (1)
OneSettings 54 scforceoption REG_DWORD 0x00000DOD (D)
OOBE 8] shutdownwithoutlogon REG_DWORD 000000001 (1)
OpenWith 24| SupportFull TrustStartupTasks REG_DWORD 0x00000001 (1)
OptimalLayout %) SupportUwpStartupTasks REG_DWORD 0x000D0DOT (1)
Parental Controls .
- i . f;'_é]undoclcu\nthoutlogon REG_DWORD OueDOD0O000T (1)

PerceptionSimulationExtensions ) ) )
Personalization 4";'_5]‘\.’3IldateAdmmCodeSlgnatures REG_DWORD 000000000 (0)
PhotoPropertyHandler
Policies

ActiveDesktop

Attachments

DataCollection

Explorer

MoenEnum

Servicing

System

Puc.13. Co3znanue napamerpa LocalAccountTokenFilterPolicy.

JU1s KOMIIBIOTEPOB HE M3 JOMEHA, MEXIY KOTOPBIMH HET JOBEPUTENIbHBIX OTHOLIEHUH, MOTpedyeTcs
U3MEHUTH B peectpe 3HaueHne DWORD napamerpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft WBEM\CIMOM\AllowAnonymousCallback;
0 - 3anpet 0OpaTHBIX BHI30BOB;
1 - pa3pemraer o6paTHble BbI30BBI. Hy)kKHO ycTaHOBUTH 3HaueHue paBHoe "1".

[Tocne BHEceHHs U3MEHEHU B peecTpe Tpedyercs nepezarpyska I1K.
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